Is E-Voting the Cure for America's Electoral Issues?

This is the question asked by many since the 2000 presidential elections. Secretaries of States across the country have received outcries by many of their constituency demanding a fairer, more accurate, polling system.  This event and the movement of technology in general, has led to many opportunities within the American IT industry to develop a safe, effective, and reliable e-Voting System.
Background

This will not be the first time, however, that a form of e Voting has been used in an American election.  Approximately 13% of the American electorate voted via an e​Voting device of some sort during the 2000 presidential elections.  A study by Election Data Services predicts that 50 million voters or 28% of the American electorate will be voting via an e-Voting system in this coming November's election.  This is more than double that of 2000 and shows a trend that must be driven by the American public and their demand to know that their vote is counted correctly.  It would seem to also suggest that this new type of machinery would be more accurate than the traditional paper/hand count system, but many computer scientists are warning otherwise.

These scientists have been receiving significant attention as is evidenced by the fact that there is pending litigation in 20 states to either ban e-Voting or at the very least require some sort of paper backup/receipt wherever they are utilized; furthermore, California, by executive order, banned the use of a Diebold DRE system due to the number of elections that they believe would be jeopardized in the coming election.  Most scientists on both sides of the debate agree that today's technology cannot make any of these machines absolutely secure for the coming election, but their opinions differ as to what level of a threat such insecurity could pose relative to the current threats with the paper/hand count system that is prevalent in today's society.

Existing Technologies

There are three main system options in the polling industry they are as follows: 
1. traditional paper/press system of which most of America is familiar with

2. paperless computer systems such as those currently being outlawed in California, but embraced in Brazil and Europe

3. Hybrid Systems that utilize both a computer system and a retain some form of paper backup/receipt to confirm accuracy. 
Of the two options that use computer systems their main differentiation is the way in which they store their data.  While all of these will have stand alone terminals, some will store their data in a drive that is in the terminal and others will communicate that data to a central storage unit via either an intranet, the internet or both.

The traditional paper/hand count method is the one that received the most notorious press of the 2000 elections with Florida catching the lion's share of the attention.  While Florida's situation was bad, it was by no means the worst. Nearly all polling places employing this dated system experience the same problems.  This was not a serious problem when elections were always more one-sided and when computer technology was not yet ready, but it does seem to be unacceptable with the options that

exist today.  The problems with this system are hard to predict, there are just too many different, perhaps, biased people within the chain and far too many errors or acts of indiscretion that to pinpoint any would still leave one dumbfounded as to how to prevent it from happening again.  In addition to ballots being tossed out for hanging chads, ballots could be lost, changed, misread or added to.

The more current computer options can eliminate the need for both human interventions to a large degree and a count that will not change, at least within the computer itself. Ted Selker, a researcher in charge of the Caltech-MIT Voter Technology Project that analyzed the shortcomings of ballot systems in the 2000 elections, believes the outcome of the coming election will probably fare no better than 2000 since there has been little improvement in both polling places, education and or ballot design.  The idea of using some sort of e-Voting device is not revolutionary nor will America be the first to do so, other nations such as Brazil and some European ones have been using them since 1990 and have embraced them into their culture.  They have had no reports of distortion to the results or inaccuracy.  This is not to say that it absolutely did not happen, but that the people were not aware of it if it did.  Brazil uses completely paperless systems that store their data within their respective terminals.  This is known as a DRE system and is the same sort of system produced by Diebold that is currently banned in California.

Brazil implemented DREs in 1990 and is currently working on their second generation of these machines.  The design of these machines took place in a transparent public process by two of the leading research institutions.  They are simple, compact, functional, and have done a great job of bringing what the Brazilians feel have been fairer elections to the country.  Each system operates on a wall current or on self contained batteries with adequate 12 hour life.  This little innovation can prevent complete system shutdowns like that that happened in San Diego County when 573 of 1,078 precincts shut down due to server failure.  While some scientists find these machines highly susceptible to interference from hackers and built upon poorly designed code others find security in their simplistic design.  A strong advantage to the DRE is that the cost for each machine is in the hundreds instead of thousands.  The primary disadvantage to this type of system is that the results can't be audited.  This is a disadvantage supposedly avoided by using the hybrid type of systems with paper backup/receipt.

Brazil used the third type of system in its 1990 election, but ceased doing so when it discovered its citizens were selling votes in chain voting scams.  A problem these hybrid machines share with the paperless system is that the current generation of software can not make either system impervious to attacks from both the outside and or from within.  It is feared by many that hackers could invade the system and perpetrate wholesale fraud or viruses and other undetectable bugs could completely control election outcomes.  But by providing a paper backup such as a receipt in addition to using the computer system brings back the traditional paper system as a way to confirm the computers' results.  It is unclear how a known inaccurate system can be used to confirm the count of a theoretically accurate system, but that is what happened in the 2002 primaries in Clay County, KS, when a paper backup system confirmed that the election was a blowout and the system showed the victory by a margin of 22 votes.

The three central risks inherent in e-Voting are
1. There is no way to verify that the vote recorded is the actual vote of the voter

2. Hackers could determine how an individual voted (obvious privacy risk) and

3. System may be vulnerable to attacks from many quarters, some undetectable. 
This security risk prompted a decision by the Pentagon to cancel testing on an e-Voting device that the military was planning on providing to its overseas soldiers in the coming election.  During the 2000 elections, nearly one third of the registered servicemen were unable to vote due to not receiving their ballots on time.  The particular system they were planning to unveil was produced by a company named Accenture and would have used the internet as a means of data storage.  Accenture feels its product is safe and would alleviate the problems encountered in 2000.  Unfortunately the review panel for the Pentagon disagrees and further feels that today's technology does not offer anything that is safe enough.  It does seem plausible that a computer communicating over the Internet would be more vulnerable to attack than one that stores its own data.  The decision to postpone its use, will likely set back Internet voting.

In addition to security/privacy risks, e-Voting is thought to be expensive.  While only hundreds of millions of dollars have been spent within the polling software/hardware industry since 2000, the government has spent an estimated $3.9 Billion to switch several precincts over to computerized systems.  This investment comes under an Act passed through Congress with the intent of correcting current polling problems.  The progress of the Act leaves nearly 72% of the American electorate voting via the antiquated paper system.  Because approximately 15% of the polls will be switching to an e-Voting system, it could cost as much as $19 billion dollars to convert the rest of the country to these more modem systems.  When looking at the cost in this magnitude it is no wonder Congress has not jumped to converting all precincts. Particularly when it is still unclear whether the system will fare any better.

Congress is not without justification in its fears; in addition to the examples pointed out above several real world examples of strange e-Voting poll results do exist. In a Florida State House Election 134 people using paperless terminals failed to cast votes for any candidate.  A similar result ensued during North Carolina's 2002 general election, when a software bug deleted 436 electronic ballots from 6 terminals in two counties because the system thought their respective memories were full.  On 12/29/03, VoteHere, a company developing encryption devices for paperless e-Voting systems, was itself a victim of an outside "hack attack."  This news came a few months after a group of engineers from Johns-Hopkins had the opportunity to evaluate the code behind the Diebold DRE machines after it was swiped off the Internet by a hacker using an employee ill.  These researchers found the code to contain many errors that posed security risk as well as poor design methodology.

While news such as the above examples is alarming, it is not surprising.  Because each polling designation is using a different electronic device, various problems could be observed upon implementation.  But nearly all new system implementations come with problems.  It is upon unearthing the problems that you learn to strengthen the system. Brazil encountered some problems upon implementing its e-Voting system, but by completely taking the paper out of the process they have found success with it.  Selker agrees that the paperless DREs are the most efficient means of polling and feels America should follow the example laid out by Brazil and Europe.  He feels that switching to paperless machines has the potential of dramatically improving elections and that by having a vote on paper is no guarantee that it will be counted correctly.  Other problems with the Hybrid system are that printers could jam, produce smudged printouts, become

overloaded with multi-page ballot printouts and are vulnerable to vote selling or "chain voting" such as took place in Brazil in 1990.

Probably the biggest roadblock to e-Voting is who will pay for it.  With every budgeting decision being scrutinized, it is hard to believe that the Government will hold this high on their list of things to do.  And if Government does not flip the bill, it would become the responsibility of the individual communities to install them in their polls, a process that will not only take longer at a time when individual states seem to be in more dire straits than the Federal Government, but will lead to more differentiation in the individual systems.  While standardization of all the machinery may not be the best thing from a security standpoint, it should make regulation and auditing easier.  Regardless of how it happens, a change should be made to streamline the current voting system to ensure that the right candidates are put in office.

Conclusion

Based on all the above research, it seems that the paperless DREs would be safest, most accurate systems to use.  They eliminate both the need for paper and excessive human tinkering.  These systems should store their data internally and should have battery backups to avoid system failure.  Because they would each need to be hacked into individually they lessen that risk and they also ease the concern that the hacker would be able to have a significant impact.  These machines should also provide encrypted codes that would allow the voter to verify the ballot that was counted was the one cast.  This would allow the user to signal problems with the system.  Because the DREs have these features, they seem to be the best solution to America's Electoral woes, but the only question that remains is who will pay for the change?  And how long will it take?  These questions can only be answered by Congress.  
